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1. Introduction  
The university is committed to ensuring the wellbeing and safety of all our staff, 
students and partners, and this extends to the use of IT resources. The aim of this 
policy is to ensure users are able to use our IT safely.  
 
The university must also ensure that IT resources are used according to legal, 
regulatory and contractual requirements. However, we are a university, and IT users 
must be able to access electronic information to further their scholarly research and 
studies and our controls must reflect this.  
 
This policy is an expansion of the University of Cumbria Information Security Policy. 
 
This Policy needs to be viewed distinctly from its implementation: the principles and 
approach are held in the Policy; the details of systems, technologies, processes and 
thresholds are described in implementation procedures and guidelines. It is getting 
these levels and technologies right that will ultimately affect the ease of use of IT 
resources.  

2. Policy Requirements  
An E-Safety Policy needs to cover risks which include:  

• Individuals may be harmed by inappropriate material accessed via the web or 
other electronic means. The definition of ‘inappropriate’ will depend on the point 
of view and the implementation approach taken. University committees will 
guide the Policy on this. 

• Individuals may be the target of promoting extremism, terrorism or ‘cyber 
bullying’ on social networks, email, etc.  

• There is a risk of hacking, data loss and generating undesirable content from 
university systems, such as ‘spam’ emails or website defacement.  

• Potential Health and Safety legislation breaches.  
• Student retention.  
• Adverse audits.  
• Financial loss through litigation or time loss.  
• Reputational loss to the university, from security or wellbeing issues.  
• The university has a contractual duty, as part of its agreement to connect to 

the JANET network, to be able to track and report on suspicious network traffic, 
virus infection or abuse.  

• The university has a legal responsibility to be able to provide suitable logs to 
law enforcement agencies. 
 

This policy informs all the implementation measures in place intended to promote the 
health, safety and welfare of all users within the context of E-Safety. Systems are 
designed to safeguard users while ensuring academic freedom with mechanisms to allow 
exceptions where appropriate.  
 
The policy is also intended to assure staff, students, learners and parents, guardians or 
carers that the university takes e-safety seriously.  
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3. Policy Principles  
The policy outlines the technical measures that protect the university and its staff, 
students, visitors and partners from unintentional harm. The university promotes safe 
use of the internet in a number of ways:  
 
Secure management of university computer resources:-  

• University firewalls prevent peer-peer programs and insecure protocols to 
protect data and data leakage.  

• Only secure and authorised devices are permitted to access the university 
email system.  

• Software is installed according to licensing and security requirements.  
• Web publishing guidelines prevent the gathering of personal information.  
• Anti-virus software is used to scan computers, internet traffic and emails to 

automatically block the majority of damaging programs.  
• Network traffic is scanned to prevent viruses and other ‘malware’ entering 

university systems.  
• Emails are automatically scanned to remove the majority of unwanted spam 

content according to manufacturer/service provider standards.  
• Web filtering systems automatically attempt to categorise unknown websites 

based on content and scans for malware/viruses.   
 

4. Risk Management Statement  
The risks associated with not applying measures to safeguard users of IT are referenced 
in Section 2 above. The management of these risks starts with the adoption of this 
policy and then its implementation using appropriate technology, process and 
communication solutions.  

 

5. Roles and Responsibilities  
Everyone in the university has some responsibility for e-safety. 

• All users of electronic resources should also be aware of their own behaviour 
and take care that it is not upsetting or hurting someone else, even 
accidentally.  

• All users have a responsibility to report inappropriately classified material. No 
automated process will be 100% effective – being allowed a resource does not 
automatically make it safe.  

• Service managers and tutors should ensure the intentions of the policy are 
carried out and support awareness-raising with students and learners.  

• Academic staff will need to make Information Services aware of groups 
requiring exceptional access.  

• Information Services oversees the university’s policy for e-safety and provides 
the technological and process implementation of the E-Safety Policy.  

• The IT Service Desk should always be the first point of contact for exemptions 
for sites, individuals or groups.  

  
6. Inappropriate Use Complaints  
If a complaint is received that a student, learner or staff member is misusing 
university IT resources, or is being bullied or harassed, then actions may be taken 
using the appropriate procedures.  
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• Complaints about the behaviour of a student or learner may be considered under 
the Student Code of Conduct & Adjudication Procedure.  

 
• Complaints about the behaviour of a staff member will be referred to Human 

Resources for consideration.  

7. Web filtering  

The University prohibits (blocks/filters) access to certain internet content based upon a 
series of categories.  Web protection is designed to prevent inadvertent unsafe or illegal 
access, damage or embarrassment. Any restrictions are designed to both record-
attempted access and block the majority of sites considered: 

a) a cyber security threat to the university, its staff, students or guests, 
b) inappropriate or unacceptable, 
c) of a radicalised nature / promoting terrorism (under the University’s Prevent duty 

under the Counter-Terrorism and Security Act 2015) 

Restrictions are not implemented to restrict academic freedom. 

Further details, including exemptions and site white listing can be found by reading the 
Internet Content Filtering Policy. 
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